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Abstract  

There are several bodies that lay down the principles and guidelines for the process of risk 
management. The steps involved remain the same more or less. There are small variations involved in 
the cycle in different kinds of risk. The risks involved, for example, in project management are different in 
comparison to the risks involved finance. This accounts for certain changes in the entire risk management 
process. However, the ISO has laid down certain steps for the process and it is almost universally 
applicable to all kinds of risk. The guidelines can be applied throughout the life of any organization and a 
wide range of activities, including strategies and decisions, operations, processes, functions, projects, 
products, services and assets. 
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1.0 INTRODUCTION  

Literally speaking, risk management is the process of minimizing or mitigating the risk. It starts 
with the identification and evaluation of risk followed by optimal use of resources to monitor and minimize 
the same. Risk generally results from uncertainty. In organizations this risk can come from uncertainty 
in the market place (demand, supply and Stock market), failure of projects, accidents, natural disasters 
etc. There are different tools to deal with the same depending upon the kind of risk. Ideally in risk 
management, a risk prioritization process is followed in which those risks that pose the threat of great 
loss and have great probability of occurrence are dealt with first. Refer to table below: 

 

IMPACT ACTIONS 

SIGNIFICANT 
Considerable Management 
Required 

Must Manage and Monitor 
Risks 

Extensive Management 
essential 

MODERATE 
Risk are bearable to certain 
extent 

Management effort 
worthwhile 

Management effort 
required 

MINOR Accept Risks Accept but monitor Risks Manage and Monitor Risks 

  
LOW MEDIUM HIGH 

LIKELIHOOD 

 
The above chart can be used to strategize in various situations. The two factors that govern the 

action required are the probability of occurrence and the impact of the risk. For example, a condition 
where the impact is minor and the probability of occurrence is low, it is better to accept the risk without 
any interventions. A condition where the likelihood is high and the impact is significant, extensive 
management is required. This is how a certain priority can be established in dealing with the risk. Apart 
from this, typically most of the organizations follow a risk management cycle. Refer diagram below: 

Anticipating and Mitigating Organizational Risks in the Digital 
Age 
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According to this cycle there are four steps in the process of risk management. The first step is 

the assessment of risk, followed by evaluation and management of the same. The last step is measuring 
the impact. Risk identification can start at the base or the surface level, in the former case the source of 
problems is identified. We now have two things to deal with the source and the problem. 

Risk Source: The source can be either internal or external to the system. External sources are 
beyond control whereas internal sources can be controlled to a certain extent. For example, the amount 
of rainfall, weather over an airport etc! 

Problem: A problem at the surface level could be the threat of accident and casualty at the plant, 
a fire incident etc. When any or both of the above two are known beforehand, certain steps can be taken 
to deal with the same. After the risk/s has been identified then it/they must be assessed on the potential 
of criticality. Here we arrive upon risk prioritization. In generic terms ‘likelihood of occurrence × impact’ 
is equal to risk. This is followed by development of a risk management plan and implementation of the 
same. It comprises of the effective security controls and control mechanisms for mitigation of risk. A 
more challenging risk to organizational effectiveness is the risk that is present but cannot be identified. 
For example, a perpetual inefficiency in the production process accumulates over a certain period of time 
and translates into operational risk. 
 
2.0 PRINCIPLES OF RISK MANAGEMENT 

Various organizations have laid down principles for risk management. There are risk management 
principles by International Standardization Organization and by Project Management Body of Knowledge. 
The Project management body of knowledge (PMBOK) has laid down 12 principles. This article carries an 
amalgamation of both PMBOK and ISO principles. The various principles are: 

Organizational Context: Every organization is affected to varying degrees by various factors in its 
environment (Political, Social, Legal, and Technological, Societal etc). For example, an organization may 
be immune to change in import duty whereas a different organization operating in the same industry and 
environment may be at a severe risk. There are also marked differences in communication channels, 
internal culture and risk management procedures. The risk management should therefore be able to add 
value and be an integral part of the organizational process. 

Involvement of Stakeholders: The risk management process should involve the stakeholders at 
each and every step of decision making. They should remain aware of even the smallest decision made. It 
is further in the interest of the organization to understand the role the stakeholders can play at each step. 

Organizational Objectives: When dealing with a risk it is important to keep the organizational 
objectives in mind. The risk management process should explicitly address the uncertainty. This calls for 
being systematic and structured and keeping the big picture in mind. 

Reporting: In risk management communication is the key. The authenticity of the information has 
to be ascertained. Decisions should be made on best available information and there should be 
transparency and visibility regarding the same. 

Roles and Responsibilities: Risk Management has to be transparent and inclusive. It should take 
into account the human factors and ensure that each one knows it roles at each stage of the risk 
management process. 
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Support Structure: Support structure underlines the importance of the risk management team. 
The team members have to be dynamic, diligent and responsive to change. Each and every member should 
understand his intervention at each stage of the project management lifecycle. 

Early Warning Indicators: Keep track of early signs of a risk translating into an active problem. 
This is achieved through continual communication by one and all at each level. It is also important to 
enable and empower each to deal with the threat at his/her level. 

Review Cycle: Keep evaluating inputs at each step of the risk management process - Identify, 
assess, respond and review. The observations are markedly different in each cycle. Identify reasonable 
interventions and remove unnecessary ones. 

Supportive Culture: Brainstorm and enable a culture of questioning, discussing. This will motivate 
people to participate more. 

Continual Improvement: Be capable of improving and enhancing your risk management strategies 
and tactics. Use your learning’s to access the way you look at and manage ongoing risk. 
 
3.0 RISK IDENTIFICATION AND ASSESSMENT - HR ISSUES 

The organizational game is changing fast these days. The HR manager today acts as an associate 
with line management to crack important business issues. We therefore, have the emergence of Business 
HR function these days. One of the most common factors in all organizations these days is the change. 
This change brings with it - risk. It is therefore imperative on the part of human resource managers to be 
aware of these risks. Risk managers today are increasingly one in their opinion regarding the intervention 
of HR in the management of risk. For good reason the HR people are partnering their skills with people in 
the risk management department. But how exactly do HR people play a role in risk management? Let’s 
assume that there is a drop in production steadily that has come to the notice of top management. The HR 
manager having identified the risk i.e. the drop in productivity goes on to locate the human element of the 
problem. The risk may be on account of a deviation between what should be done operationally and what 
is being operationally. Once the risk has been identified the HR manager approaches the line managers 
and their staff and questions them to assess and prioritize the risk.  

Finally, the HR manager strategizes to deal with the risk, if need be. One of the possible 
interventions is offering training to the staff. This is one of the ways in which the Human resource people 
play a vital role in risk management. 

Performance Consulting: The relationship between the HR executive and strategic and operational 
business managers is talked about in performance consulting. Performance consultants work in close 
alliance with managers and other people within the organization. Their primary task is to work alongside 
and gain the trust of managers i.e. promotes trust relationships among managers. These partnerships are 
formed between various groups in the organization like senior managers, line managers and supervisors, 
top leadership and subject experts. They also promote partnerships with customers and suppliers.  

As we know that risk management consists of risk identification, assessment, analysis and 
prioritization. The HR executive plays a significant role in risk control as well. Risk avoidance is one of the 
ways to deal with risk. Since the HR managers intervene only in the human element of the risk. Risk 
control measures here would include succession planning, executive coaching and development, all this 
to ensure that an organization is equipped adequately to deal with the risk. 

Further, in risk management the HR executive plays a vital role in identifying attributes for 
important positions or executives within the organization. Training, developing and coaching people within 
the organization so as to increase their work ownership and increasing their morale for the future 
positions; employee turnover is also a potential risk from HR standpoint. 
 
4.0 VARIOUS ASPECTS OF RISK MANAGEMENT 

What does risk management mean? Is it just identification, assessment and planning and 
controlling social, economic or physical threat to the organization? Is the concept only about transferring 
the risk or reduce its negative effects? Well, the answers for the above questions is “no”. The process of 
risk management is not only restricted to controlling the threats or reducing their negative effects. It is a 
much deeper concept that also involves risk avoiding as well as risk taking. Every work involves some or 
other kinds of risk. Sometimes you avoid, sometimes you control the phenomenon and sometimes you 
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simply let it come. Same is true for the business world. The idea behind is that there are no hard and fast 
rules. This means that even though we have a systematic approach to treat risk it is not necessary that 
this is going to help. Simply designing and implementing a risk management plan is not enough to treat 
risk. It depends on firm-to-firm and industry-to-industry. There are various other criteria that need to be 
analyzed such as internal and external environment of a company, company’s ability to develop and 
implement a risk management plan effectively.  

There are various other issues that need to be addressed. Before you spend your time, efforts and 
money, see if you really require a full-fledged risk management plan to control the financial, physical or 
social threat to the organization. Deeply examine your requirements and need to treat the risk. 
Sometimes, avoiding risk is considered as the best strategy. When you decide about a risk management 
plan, you need to examine thoroughly and ask yourself few questions before proceeding further. These 
questions act as an eye opener and provide you with the outline of what you need to do and what to look 
at. Read further to know what you should ask yourself while designing, developing, implementing or 
reviewing your risk management plan: 

 Do You Actually Need a Plan: This is first and the foremost question that you need to ask yourself? 
Thoroughly examine the situation and decide if you actually need a risk management plan. 

 Is the Plan Feasible: This is really important to checkout if the prepared risk management plan is 
feasible or if it is possible to bring it to life? Also check if it suits your requirements or not. 

 What Are the Strengths and Weaknesses of a Risk Management Plan: Conduct a SWOT 
analysis and try to find out the strengths and flaws in the plan. Remove the flaw beforehand so 
that you get desired results after implementing it. 

 Does It Meet Your Objectives: The biggest requirement for a risk management plan to be 
successful is that it should meet your company’s objectives. Try to match the firm’s objectives 
with plan’s objectives. 

 Analyze If Risk Needs to be Treated: Carefully examine if you can avoid the risk or not. There is 
no need to develop a full-fledged plan if you think you can avoid it. It is not at all necessary to 
treat the risk always. It depends on the severity of a situation. 

 Check If a Plan is Backed By Clearly Defined Activities and Events: A risk management plan should 
always be backed by clearly defined activities and events otherwise it may cause problems in long 
run. 

The golden rule for the success rule of a risk management plan is that there is no golden rule. Each firm 
is different and faces different types of risks in different business environments. You need to develop a 
unique plan for your firm to manage the risks efficiently and effectively. 
 
4.1 Risk Management Plan 

Any project immaterial of the size of the same carries a lot of risks, which may be financial, non-
financial, legal or physical. Having an effective risk management plan is first and foremost to the success 
of any project. The task is to anticipate these risks well in advance before the project takes off. A good 
risk management plan carries number of tools and strategies to mitigate risk. The strategy may be to 
avoid risk or transfer a component of it another project so that the impact is reduced. Other risk 
management strategies may suggest the acceptance of the risk. This is decided after a thorough 
cost/benefit analysis. The risk management plan also depends on how the risks are prioritized by the 
organization. Based on relative priorities risks are given weightage, for example a certain organization 
may be more concerned about the physical and legal risks, whereas another organization may be focusing 
on operational or strategic risks. Risk priority defines the strategy and finally the plan.  

Besides keeping the risk management cycle in mind; before the final draft, an effective risk 
management plan may traverse through following: 

 Make a List: Before starting or deciding on anything else it is important to make a list of potential 
risks. Even the minutest details need to be taken care of. Something that appears a minute threat 
now may transform into a potential risk in the near future. This is especially true for project 
management. Enlist the categories of the project and then evaluate each for risks. For example, 
there may be a cost category; determine the factors that may increase cost and make a list. 

https://www.managementstudyguide.com/swot-analysis.htm
https://www.managementstudyguide.com/swot-analysis.htm
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 Prioritize the Risks: Arrange the risk in order of priority. Those that need to be dealt with first are 
listed first. Risks are prioritized on the basis of degree of impact and the likelihood of occurrence. 

 Developing and Action Plan: Plans are designed to minimize the impact of the risk and to check 
the occurrence. In addition, an action plan in developed against each risk i.e. in event of 
occurrence how do we respond to the risk, who all will be responsible and what are the 
contingencies. 

 Human Resource Deployment: Now people are deputed at specific points with specific roles. They 
work in tandem with the entire team and are specially deployed to undertake planned actions in 
case the anticipated risks come true. These actions are to be taken at specific points in time; a 
timeframe is necessary. 

 Communication: Finally, communication of the plan to stakeholders (both internal and external 
becomes necessary). Present the plan to those who are supposed to make key interventions. 
Explain the timeframes and the actions and the responsibilities. 

The formulation of the plan is in tandem with the risk management cycle which acts as the basic guideline. 
Both work in sync, in fact the interventions in step 3 discussed above cannot be without a thorough 
understanding of the cycle. 
 
4.2 Evaluation of a Risk Management Plan 

A risk management plan can never be perfect. However, the degree of its success depends upon 
risk analysis, management policies, planning and activities. A well-defined management plan can be 
successful only if risks are properly accessed. And if not, the main objective of risk management plan 
itself is defeated. Critical evaluation of a risk management plan at every stage is very necessary especially 
at an early stage. It will allow companies to discover the flaws before it gets into the action. Once you’re 
through the process, you can address the issues and then introduce it. The below mentioned steps can 
help in analyzing and evaluating a risk management plan: 

 Problem Analysis: Keep a note of all the events and activities of a risk management plan. Check 
out the problems arising from their implementation and assess if they have a serious impact on 
the whole process. Make a note of those that have serious implications. 

 Match the Outcomes of a Risk Management Plans with its Objectives: Ends justify means. Check 
if the possible outcomes of a risk management plan are in tandem with its pre-defined objectives. 
It plays a vital role in analyzing if the plan in action is perfect. If it produces desired results, it does 
not need to be changed. But if it fails to produce what is required can be a really serious issue. 
After all, an organization deploys its resources including time, money and human capital and 
above all, the main aim of the organization is also defeated. 

 Evaluate If All the Activities in the Plan are Effective: It requires a thorough investigation of each 
activity of a risk management plan. Checking out the efficiency of all the activities and discovering 
the flaws in their implementation allow you to analyze the whole plan systematically. 

 Evaluate the Business Environment: A thorough study and critical evaluation of business 
environment where a risk management plan is to be implemented is essential. Take time to 
assess, analyze and decide what exactly is required. 

 Make Possible Changes in Faulty Activities: After evaluating the effectiveness and efficiency of all 
the activities, try to make possible changes in the action plan to get desired results. It may be very 
time consuming but is necessary for successful implementation of your risk management plan. 

 Review the Changed Activities: After making changes in already existing activities and events of 
a risk management plan, go for a final review. Try to note down the possible outcomes of the 
changed activity and match them with the main objectives of the risk management plan. Go ahead 
in case they are in line with them. 

Evaluating a risk management plan sometimes can be very frustrating. It is definitely a time 
consuming process and also requires more of human efforts. Therefore, it is always better to analyze and 
evaluate a plan at every stage otherwise it will result in wastage of time, finances and efforts. In order to 
keep a check on it, specialized teams of risk managers can be appointed. The whole event can be 
outsourced to a risk management firm. The professionals at the firm can help you design, develop, 
implement and evaluate a risk management plan for your company. 



 

15 

Worldwide Journal of Multi-Disciplinary Studies | Published by: Dama Academic Scholarly & Scientific 

Research Society 

https://damaacademia.com/wjms/ April 2020 Pages: 10-18 Volume 2 | Issue 4 

ISSN: 2676-2811 (Online) | Impact Factor (IF): 8.232 | Journal DOI: 10.159769/ WJMS/2020/VOL2/ISS4/APRIL002 

5.0 CONCLUSION 
Anticipating and Mitigating Organizational Risks in the Digital Age: Every era brings with its own 

share of risks for organizations and other entities. While the Industrial Era was marked by risks in the 
form of Employee Unions, Labor Strikes, and the ever present threat of competition and environmentally 
damaging operations, the Services Era brought with it the risk of too much globalization leading to a Race 
to the Bottom as well as the peculiar and unique challenges posed by local conditions and risks. The 
present Digital Age too is characterized by several risks, not the least of which is the Threat from Rapid 
Obsolescence due to Accelerating Technological advancements. For instance, take the case of Apple and 
the iPhone and we have a situation where it has to release a new version every Six Months or so, or risk 
losing ground to its competitors. This is something that applies to other Verticals as well where rapid 
technological changes mean that organizations have to be always alert to fast changing business trends. 

Data Collection, Data Security, and Other Risks: In addition, business leaders also have to worry 
about how Data is the New Oil and hence, the battles in the Corporate Landscape of the 21st Century are 
all about Access and Control to the sources of Data. Moreover, even if a particular organization has 
humungous amount of data at its disposal, it has to ensure that such data has been collected in ethical 
ways and has to safeguard it against Hackers and other nefarious elements who might want to lay their 
hands on the precious data and profit from it. 

Take the case of Facebook and Google both of which collect personal data on a large basis. As 
can be seen from the recent scandals concerning the controversial methods by which these entities 
collected user data as well as shared it with Third Party entities, it is not hard to see how in future, 
business leaders have to be wary about being Gung Ho Pirates who can collect personal data and 
consumer data at will and share the booty with others. As for protecting the data, it is clear that leading 
corporates and their leaders fret and worry about where and who the next target of hacking would be. 

Risks from 24/7 News Cycles and the Constant Barrage of Social Media Messages: Thus, as can 
be seen from the preceding discussion, the Digital Age is giving organizations and business leaders 
sleepless nights. What adds to the potent mix of threats and risks is the very real threat from the 24/7 
news cycle keeping them on their toes as unless they respond to the constant drumbeat of news channels 
upending their carefully planned strategies, they would risk Losing the Narrative. Moreover, with the 
proliferation of Social Media and the constant buzz of Tweets and Facebook posts, business leaders and 
organizations have nowhere to run or hide as any small or big event brings with it a barrage of both praise 
and criticism. As can be seen from the incessant Trolling on Twitter and Facebook, organizations need to 
be always on the lookout for defamatory and derogatory streams of information. 

New and Old Fashioned Threats to Human Resource Management: Having said that, organizations 
are also at risk from plain old fashioned threats such as Attrition and a labor market that has become an 
employer’s nightmare. 

This is especially the case in the United States where the economic boom of recent years has 
ensured that there are more jobs than jobseekers and consequently, organizations and their Human 
Resource Managers have to confront the risks from the asymmetric and the lopsided job market. In 
addition, this glut of jobs has resulted in some potential candidates not turning up for work after selection 
and this trend known as Ghosting where employees absent themselves from work and disappear as well 
as do not join the organizations on the date of commencement of employment. Moreover, there are also 
instances of employees stealing data and other confidential information with relatively old fashioned 
methods of carting away such organizational data on Pen Drives and other memory storage devices. 

Man vs. Machine and Apocalyptic Scenarios: A key threat for organizations and business leaders 
in the Digital Age is on how to anticipate the next business trend and identify the risks and mitigate them 
and plan accordingly. The use of AI or Artificial Intelligence powered technologies and software leads to 
both greater efficiency as well as the risk of the Machines Taking Over. In other words, while Automation 
might be good for profitability, it is also a key threat since runaway AI can simply override the humans in 
the organization and lead to apocalyptic outcomes. This was seen recently when a flight originating from 
Thailand crashed mainly because of the software overriding the Pilots commands and despite a Heroic 
battle between Man and Machine, the latter won with tragic consequences. This is the reason why many 
leading business leaders are calling for enhanced supervision of automated operations so that the 
ultimate decisions are made by the humans and not the machines.  
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Speed and Depth of the Risks: Lastly, as mentioned in the introduction, each era has its own 
threats and risks. However, what is different in the Digital Age are the Speed and the Depth of such threats 
coming together at the same time creating a Perfect Storm of events that can bring down the entire 
organization and who knows, the world itself. With the interconnected web of people and the speed at 
which information flows, organizations have seen more threats than before.  

To conclude, it is imperative for organizations to anticipate the risks to the best of their abilities 
and mitigate them as well. 
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